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CIP/CIR – assessment of threats, gaps and needs
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Annual Conference Meeting – 21st September 2023

Roundtable #1: Emerging risks & CIP/CIR 

Moderator: A. Jovanovic  
(Steinbeis EU-VRi European Risk & Resilience Institute)



Agenda &
Panelists
10:45-10:55 
Moderator’s introduction – Why “preparing for the unknowns” is so important – slides, the questions 
one will try to address during the discussion (10’)

INTRODUCTION OF THE PANELISTS (1’each)

• Panelist 1: Irene Bonetti, Chemical CI, Italy

• Panelist 2: Nikos Papagiannopoulos, Airport, Greece

• Panelist 3: Frédéric Guyomard, Energy supply, France

• Panelist 4: Gabriele Giunta >> Vito Morreale, The EU-project side

• Panelist 5: Frédéric Petit, The EU/EU-research side

11:00-12:00
PANELISTS TALKS POSSIBLY ADDRESSING MODERATOR’s QUESTIONS BELOW
(8’ talk, supported or not by the slides, + 4’ discussion)

General discussion (15’)

Closure – the takeaway message(s)? 
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Panelist 1: Irene Bonetti

The “smaller” critical infrastructure side, chemical plant

• What “emerging risks/threats” do we talk about in a critical 
infrastructure like Carmagnani?

• How to strike a balance among:
• Compliance (“old” risks) and voluntary prevention (“new” risks, still not 

covered by regulations) – e.g. how to justify investment beyond compliance? 
How to prove that it was useful and necessary?

• Economic pressure and investment in safety (e.g. how to justify the higher 
cost of safer product if the “upfront safety” is not required/recognized by the 
market)

• Internal and external investing in people and competencies needed (e.g. 
should one employ an own AI person or use the 3rd party service?)

• What kind of support is needed on the EU and national side?

• Concerns/ideas, not mentioned above
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Irene Bonetti
Terminal manager Attilio Carmagnani “AC” SpA receipt, storage and forwarding by 
road, rail and sea of chemicals and petrochemicals products.
It is a SEVESO infrastructure.

I manage, plan and control logistic, maintenance and technical activities of the terminal. 
I am responsible for safety, security, environment.

Member of Attilio Carmagnani "AC" SpA board and of Analisi & Controlli Srl board.
Member of the General Council of Confindustria Genoa, 
President of Group of Chemical, Oil and Energy entreprises "CHENPE" of Confindustria Genoa , 
Vice President of SMEs Confidustria Genoa.
Member of Confindustria Group for Research and Innovation.
Italian representative for Unione Petrolifera in FETSA (Federation of the European Tanks Storage 
Associations), board member .
Coordinator and partner in several innovation research projects KARMA ; EU projects INFRASTRESS, 
FESR, Industry 4.0.



SUPPLY CHAIN PROCESS
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Propriety: Combustion, thermic stability, 
deflagration, detonation, toxicity , …
System security: design, affidability, 
process engineering, organization, 
resilience …
Risk analysis:  Loss prevention. quantity
analysis, decision analysis, NaTech
event, domino effect, …

The process
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Risks
Loss of containment of

dangerous substances mainly
solvents

Pollution

Pool Fire and flash fire

Toxic plumes

Explosion

TRUCK OVERFLOW DURING LOADING 

 

 INCIDENTAL SCENARIO ENERGY TRESHOLD DAMAGE DISTANCE 

POOL FIRE 

12,5 KW/m2 14 m 

7 KW/m2 17 m 

5 KW/m2 19 m 

3 KW/m2 23 m 
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System integrity

Natech

Cyber /automation

Emerging risks

Digital transition

Energy transition

Climate change Increasing probability
and intensity

New substances INTERACTION

Man machine interface



Hazard
Identification

Consequences?
ANALYSIS

When?
Frequently

What?
LOSS 

How to reduce?
Mitigation

Risk assesment

Loss/investment (beyond
compliance) = ?
Corporate sustainability

Old risks

New risks

Compliance to regulation



Competence needed: software data management, alarm handling - unit –
system test upgrade, reliability.  
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• Clear rules

• Standards

• Procedures taking in account transition

• Civil servants well prepared

• Education and traning LLL

• Data sharing interface

Thank you

What support do we need  



Panelist 2: Nikos Papagiannopoulos

Dealing with multiple and compound emerging risks in 
critical infrastructure operation? Airport…

• Emerging risks related to SAFETY

• Emerging risks related to SECURITY

• How to prioritize short and long-term risk mitigation measures?  
Who is supporting/financing/praising the long-term 
investments?

• Panelist's concerns/ideas, not mentioned above
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Panelist 3: Frederic Guyomard
The national mission-critical infrastructure side? Energy…

Which “emerging risks/threats” do we talk about in an industry like EDF? Ok can be covered, (Cosmic 
Energy – Industroyer 2, Ransomware).

• How to cope with:

• Changing EU and national requirements? Can be Covered with CER – CRA – Network Code

• Extreme crises: COVID, wars, supply chain… Ok can be covered, Quickly adapt the organization

• Who should pay for the “enhanced resilience” of critical infrastructure? Ok can be covered

• Are nationally/EU mission-critical infrastructures well supported? Where are the gaps and possible 
improvements Not easy to cover, maybe a to large subject

• Do the EU project provide the help which is needed? Ok can be covered

• Open question : How to facilitate More collaboration again for example by joining the European 
Institutes

• A European Operational Center to cover Major Cyber Security Incident – Crisis management and 
global risk for CI?

• Panelist's concerns/ideas, not mentioned above 14EU-CIP 1st Annual Conference – 20/09/2023



Panelist 4: Vito Morreale

The EU project side? Engineering consultant company…

• Examples from current projects

• Do we have enough involvement of industry?

• What kind of improvement is needed/possible?

• Panelist's concerns/ideas, not mentioned above
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Panelist 5: Frederic Petit

The EU side? EU Joint Research Center (JRC)…

• General goals in the area of CIPs: CER Directive and beyond? 
Other directives? 

• JRC: Link between resilience and the threats? Stress-testing?

• JRC: Use of resilience indicators? Don’t we need them? How 
should that work in the “EU decentralized safety/security 
environment”?

• Exchange of sensitive data?

• Panelist's concerns/ideas, not mentioned above
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CIP & CIR Assessments

Roundtable # 1

1st Annual Conference on Critical Infrastructure Resilience

19th September 2023, Brussels
Frédéric Petit

Directorate E: Space, Security and Migration

Unit E.2: Technology Innovation in Security

Joint Research Center

Frederic.PETIT@ec.europa.eu
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Outline

• EU Directives 

• Use of Resilience Indicators

• What is happening outside the EU?

• European Reference Network for Critical Entities Resilience

• Addressing the challenges
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ECI Directive 
(2008)

NIS Directive 
(2016)

EU 
Cybersecurity 

Strategy for the 
Digital Decade 

(2020)  

A New 
Industrial 

Strategy for 
Europe (2020)

Strategic 
dependencies 
and capacities 

(2021)

Roadmap on 
critical 

technologies 
for security and 
defence (2022)

Commission 
contribution to 

European 
defence (2022)

CER 
Directive 

(2023)

NIS2 
Directive 

(2023)

EU Policies affecting CI
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Paradigm shift

DIRECTIVE (EU) 2022/2557 COUNCIL DIRECTIVE 2008/114/EC

Critical 

Infrastructures

Critical 

Entities

Protection Resilience
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Hybrid threats & systemic risk
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Resilience indicators
• Helpful for technical and non-technical audiences 

• Must provide meaningful and truthful information

• Must be transparent, defensible, repeatable

“Everything that can be counted 

does not necessarily count; 

everything that counts cannot 

necessarily be counted.”  

Albert Einstein
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• Presidential Policy Directive (PPD21) on Critical 

Infrastructure Security and Resilience

• Executive Order (EO) 14028 on Improving the Nation's 

Cybersecurity

• Critical Infrastructure and National Critical Functions

• Infrastructure Survey Tool (IST) & Regional Resiliency 

Assessment Program (RRAP)

• Protected Critical Infrastructure Information (PCII) 

Program

Outside the EU

(CISA, 2023)
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• Improve protection and resilience of critical infrastructures in Europe

• Collaboration with CIP stakeholders focusing on technical protection and resilience

solutions

• Thematic groups (TGs) to improve the development and availability of security

solutions through common testing protocols, standardisation and guidelines

• Workshops, trainings and webinars to improve dissemination and raise awareness

European Reference Network for Critical 
Infrastructure Protection (ERNCIP)

Transition to focus on CER
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Addressing the challenges

• Resilience assessment requires multidisciplinary and cooperative 

efforts

• Critical thinking and imagination are key

• No easy solution – no magic button

• No approach fits every scenario – different needs require different 

approaches

• Data availability, discrepancies present challenges to manage

• A defensible process is essential to making sound decisions
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Thank you

© European Union 2023

Unless otherwise noted the reuse of this presentation is authorised under the CC BY 4.0 license. For any use or reproduction of elements that are not owned by the 

EU, permission may need to be sought directly from the respective right holders.

https://creativecommons.org/licenses/by/4.0/


Discussion

• Questions “parked” during short discussions after panelists’ presentations

• New questions

• Heretic questions: What IS European resilience? What is being “reinvented” in European resilience? 
What did we get from almost 1,000 EU projects dealing with resilience? Can we rely that “quantity will yield 
quality”?

• Closure – the 3 main takeaway message(s)? E.g.

1. We are / we are not well prepared for new/emerging CIP risks/threats?

2. We have / have not got the full benefit from the EU projects?

3. We have / have not the “EU way to exchange the sensitive CIP data”?
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