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CIP/CIR ïassessment of threats, gaps and needs

1

Chair: Prof. Dr. Aleksandar Jovanoviĺ, CEO, Steinbeis European Risk & Resilience 
Institute

Irene Bonetti, Attilio 
Carmagnani "AC" SpA

EU -CIP 1 st Annual Conference ï20/09/2023

Frédéric Guyomard, 
Électricité de France (EDF)

Frederic Petit, European 
Commission Joint Research 
Centre

Nikolaos Papagiannopoulos, 
Athens Airport

Vito Morreale, Engineering 
Ingegneria Informatica S.p.A.



This project has received funding from the European UnionôsHorizon Europe
research and innovation programme under the grant agreement No 101073878.

2

Annual Conference Meeting ï21st September 2023

Roundtable #1: Emerging risks & CIP/CIR 

Moderator: A. Jovanovic  
(Steinbeis EU -VRi European Risk & Resilience Institute)



Agenda &
Panelists
10:45-10:55 
Moderatorôs introduction ïWhy ñpreparing for the unknownsò is so important ïslides, the questions 
one will try to address during the discussion (10ô)

INTRODUCTION OF THE PANELISTS (1ôeach)

ÅPanelist 1: Irene Bonetti, Chemical CI, Italy

ÅPanelist 2: Nikos Papagiannopoulos, Airport, Greece

ÅPanelist 3: Frédéric Guyomard, Energy supply, France

ÅPanelist 4: Gabriele Giunta >> Vito Morreale, The EU-project side

ÅPanelist 5: Frédéric Petit, The EU/EU-research side

11:00-12:00
PANELISTS TALKS POSSIBLY ADDRESSING MODERATORôs QUESTIONS BELOW
(8ô talk, supported or not by the slides, + 4ô discussion)

General discussion (15ô)

Closure ïthe takeaway message(s)? 
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Panelist 1: Irene Bonetti

The ñsmallerò critical infrastructure side, chemical plant

ÅWhat ñemerging risks/threatsò do we talk about in a critical 
infrastructure like Carmagnani?

ÅHow to strike a balance among:
ÅCompliance (ñoldò risks) and voluntary prevention (ñnewò risks, still not 

covered by regulations) ïe.g. how to justify investment beyond compliance? 
How to prove that it was useful and necessary?
ÅEconomic pressure and investment in safety (e.g. how to justify the higher 
cost of safer product if the ñupfront safetyò is not required/recognized by the 
market)
ÅInternal and external investing in people and competencies needed (e.g. 

should one employ an own AI person or use the 3rd party service?)

ÅWhat kind of support is needed on the EU and national side?

ÅConcerns/ideas, not mentioned above
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Irene Bonetti
Terminal manager !ǘǘƛƭƛƻ /ŀǊƳŀƎƴŀƴƛ ά!/έ SpAreceipt, storage and forwarding by 
road, rail and sea of chemicals and petrochemicals products.
It is a SEVESO infrastructure.

I manage, plan and control logistic, maintenance and technical activities of the terminal. 
I am responsible for safety, security, environment.

Member of Attilio Carmagnani "AC" SpAboard and of Analisi& ControlliSrlboard.
Member of the General Council of ConfindustriaGenoa, 
President of Group of Chemical, Oil and Energy entreprises"CHENPE" of ConfindustriaGenoa , 
Vice President of SMEs ConfidustriaGenoa.
Member of ConfindustriaGroup for Research and Innovation.
Italian representative for UnionePetroliferain FETSA (Federation of the European Tanks Storage 
Associations), board member .
Coordinator and partner in several innovation research projects KARMA ; EU projects INFRASTRESS, 
FESR, Industry 4.0.



SUPPLYCHAIN PROCESS
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Propriety: Combustion, thermicstability, 
deflagration, detonation, toxicityΣ Χ
System security: design, affidability, 
processengineering, organization, 
resilienceΧ
Riskanalysis:  Lossprevention. quantity
analysis, decisionanalysis, NaTech
event, domino effectΣ Χ

The process
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Risks
Lossof containmentof

dangeroussubstancesmainly
solvents

Pollution

Pool Fireand flash fire

Toxic plumes

Explosion

TRUCK OVERFLOW DURING LOADING 

 

 INCIDENTAL SCENARIO ENERGY TRESHOLD DAMAGE DISTANCE 

POOL FIRE 

12,5 KW/m2 14 m 

7 KW/m2 17 m 

5 KW/m2 19 m 

3 KW/m2 23 m 
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System integrity

Natech

Cyber /automation

Emerging risks

Digital transition

Energy transition

Climate change Increasingprobability
and intensity

New substances INTERACTION

Man machine interface



Hazard
Identification

Consequences?
ANALYSIS

When?
Frequently

What?
LOSS 

How to reduce?
Mitigation

Riskassesment

Loss/investment (beyond
compliance)= ?
Corporatesustainability

Oldrisks

Newrisks

Complianceto regulation



Competenceneeded: software data management, alarmhandling- unit �t
systemtest upgrade, reliability.  
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